UY BANNHANDAN  CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN THOQ XUAN Poc 1ap - Tw do - Hanh phc

S6: 2179 JUBND-VHTT Tho Xuan, ngay01 thang 7 ndm 2024
V/v khan truong ra soat, khic
phuc trang thong tin dién tr
dang bi loi dung chén ndi dung
quang cao khong phu hop.

Kinh gui:
- UBMTTQ; Céc td chirc doan thé chinh tri cap huyén:
- Cac phong, nganh, co quan, don vi cap huyén;
- Chii tich UBND cac x4, thi tran.

Thyc hién Cong van s6‘1476/STTTT-CNTT&TT ngay 24/6/2024 cua So&
Thong tin va Truyén thong vé viéc ra soat, khac phuc trang thong tin dién ta
dang bi lgi dung chen noi dung quang cao khéng phu hop.

Trong thdi gian qua mot sd trang thong tin dién tir thudc quan 1y cia mot
s6 co quan, don vi (c6 tén mién .gov.vn) bi chén céac lién két chira ndi dung
quang c4o, kém theo duong dan téi cac website ca do, danh bac truc tuyén, mai
dam; khi bAm vao link thi lai chuyén hudng truy cap dén website cua to chirc ca
do, co bac truc tuyén, website khi€éu dam. Chua tich UBND huyén yéu cau cac co
quan, don vi, Chu tich UBND céc xa, thi tran thuc hién cac ndi dung sau:

1. T6 chirc ra soat ngay céac bai viét c6 ndi dung quang céo lién quan ca do
bong d4, danh bac truc tuyén va cac ndi dung trai quy dinh cua phap luat trén
trang thong tin dién tir cia co quan, don vi truc thugec, UBND cép xa dé kip thoi
g3 bod (c6 phu luc hiedng dan keém theo).

2. Tang cuong cac bién phdp bao dam an toan thong tin mang, chu dong
ra soat, khac phuc diém yéu, 156 hong bao mat con ton tai (néu c6); bo sung tinh
nang luu trir dia chi IP cua nguoi dung, md CAPTCHAR khi nguoi dung truy
cap, dang tai noi dung Ién trang thong tin dién tur nham phuc vu kiém soat trong
truong hop can thiét.

3. Ra soat va bo sung trong quy ché quan 1y, van hanh trang thong tin dién
tir, trong d6, quy dinh 16 viéc kiém tra, kiém duyét ndi dung ngudi dung dang tai
truée khi cho phép hién thi 1én trang thong tin dién tir. Quan tri vién cua trang
thong tin dién tir khong thuc hién kiém soat tot tai khoan quan tri, dan dén 16/1ot
thong tin tai khoan.

Trong qué trinh thyc hién, néu c¢6 vuong mic can hd trg, dé nghi céc co
quan, don vi phdi hop véi Trung tdm Cong nghé thong tin va Truyén thong
Thanh Hoa (thuoc So Thong tin va Truyén thong) dé duoc hudng dan thuc hién.
Pau mbi lién hé: Ong Tran Ngoc Hung - Pho Giam dbc Trung tim CNTT&TT



Thanh Hoa, dién thoai: 0916.422.583. Hodc ba Nguyén Huyén Trang, Chuyén
vién CNTT, VNPT Tho Xuan - Thuong xuan, di¢n thoai 0947888765.

Noi nhgn: _KT.CHU TICH
- Nhur trén; 4& CHU TICH
- Chu tich, cac PCT UBND huyén; ‘ ‘
-Luu VT, VHTT.
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PHU LUC: Hwéng dan ra soat, go bé ndi dung khong phu hep

1. Vi tri thwong bi chen cac ngi dung qudng cao khéng phu hep
- Muc hoi dap, gop v, binh luan trén cac trang thong tin dién tir.

- Tin tic tin cong trang thong tin dién tir va tai 1én ma doc, tap tin quang
cao noi dung khéng phu hop.

2. Ra soat, gé bé ngi dung qudng cao bdt hgp phap trén Céng/trang
thong tin dién tir do don vi quan ly.

- Sir dung céc cdng cu tim kiém Google, Bing, Yahoo... dé tim kiém céc
bai viét cd noi dung quang cao bat hop phap trén Cong/trang thong tin dién ti.

Vi du: CU phép trén céng cu tim kiém Google:
Site: “tenmien.gov.vn” + “tukhoa”
Trong do:

+ tenmien.gov.vn 1a tén mién Cong/trang thong tin dién tir do don vi quan
tri, van hanh can ra soat

+ tukhoa: 1a tir khda, t&n mién quang céo bat hop phap can tim kiém trén
Cong/trang thong tin dién tu. Vi du: “dk8”, “nha cai”, “dk8.com”...

3. Ra sodt co sé dir ligu, ma nguén, may chi trang théng tin dién tir

- Quan tri vién dang nhap hé quan tri co s dit lidu, thyuc hién truy van tim
kieém cac tir khoa quang cdo bat hop phép tir cac bang (hoi dap, binh Iuan, gop
y...) luu trlr thong tin ma nguoi dung gui 1én.

Vi du: select * from tbl hoidap where noidungcauhoi like “%ttr kh6a%”

- Ra soat ma doc, webshell ma tin tic da tai 1én hé thng. C6 thé sir dung
cac cong cu nhu: Shell detector tai dia chi shelldetector.com; cac cdng cu so

sanh, phat hién su thay ddi cua cac tép tin ma ngudn Cong/trang thong tin dién
ttr 50 véi ma ngudn géc; sir dung céc cong cu phong chéng ma doc. .

4. Tang cwong bdo dam an toan thong tin cho cdc trang thong tin dién

>

twr

4.1. Po6i véi cac Cong/trang théng tin dién tir da bi tan cong:

- Thém header hogc the no-index cho cac duong da:u} uploads dé thdng bao
cho cbng cu tim kiém biét rang khong index cac duong dan, tép ma nguoi dung
gui Ién.

- G& bo cac tép pdf co chira noi dung backlink.

- Xac dinh 15 héng XSS hoic phan tim kiém, khic phuc cac 16 hong nay
lai.

- Xéc dinh céc 16 hong RCE, Upload file, SQL Injection, cac CVE néu c6
va khac phuc lai c&c 16 hong nay.



- Str dung HTTP method POST cho céc form tim kiém thay vi GET.

- Théng bao, yéu cau céc cdng cy tim kiém (Google, Bing...) g& bo bai
viét da dugc index.

4.2. P6i véi Cong/trang thong tin dign tir chwa bj tdn cong:

- Ra soat dinh ky va danh gia tong the an toan bao mat cho Cong/trang
thong tin dién tir @€ tim kiém céc 16 hong, diém yeéu va khac phuc kip thoi.

- Thém header hogc the no-index cho cac duong dan uploads dé thdng béo
cho cbng cu tim kiém biet rang khéng index cac duong dan, tép ma nguoi dung
gui Ién.

- Ra soat 16 hong XSS, File upload, SQL Injection, cdc CVE va chtc ning
tim kiem cua website.

- Str dung HTTP method POST cho céc form tim kiém thay vi GET.

- B6 sung ma CAPTCHAR tai cac muyc cho phép nguoi dung co thé dang
tai noi dung (Muc hoi dap, gop y, binh luan) I1én Cong/trang thong tin dién tir d¢
ngan chan cac cong cu tu dong dang tai.

- Kiém duyét cdc noi dung nguoi dung dang tai truéc khi cho phép hién
thi Ién Cong/trang thong tin dién tu.
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